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About This Report 

Cybertrace has prepared this scam website list to help individuals, businesses, journalists, legal 

professionals and investigators identify suspicious, high-risk and potentially fraudulent websites. 

Records may originate from public reports, victim complaints, scam-pattern analysis, website 

forensic indicators or Cybertrace investigations. The level of supporting evidence differs from one 

record to another. 

This report contains 41 website records associated with 2026. It supports the current Cybertrace 

Scam Website List and preserves a searchable annual reference. 

Users should perform their own checks before sending money, sharing personal information or 

engaging with any online platform. 

 

Important Disclaimer 

This report is provided for awareness and research purposes only. Inclusion does not always mean 

a website has been legally proven to be fraudulent or that Cybertrace investigated the domain 

individually. 

Website status can change. A domain may go offline, redirect, change ownership or reappear 

under a different name. False reports and false positives are also possible. 

Treat a match as a warning signal and perform further verification before making a financial or 

identity-related decision. 

 

https://www.cybertrace.com.au/


Cybertrace Scam Website List 2026 Page 2 

If you believe your website has been incorrectly identified in this report, despite being legitimate, contact Cybertrace so the 

available information can be reviewed and the appropriate next steps discussed, including possible removal. 

 

How Cybertrace Reviews Suspicious Websites 

Cybertrace reviews suspicious websites using a combination of open-source intelligence, website 

forensic indicators, scam-pattern analysis and victim-reported information. 

Common indicators may include: 

• Recently registered or hidden domain ownership 

• Fake or unverifiable company details 

• Copied website content or cloned branding 

• Fake reviews or testimonials 

• Unrealistic investment returns 

• Pressure to deposit more money 

• Suspicious cryptocurrency wallet requests 

• Upfront recovery fees or withdrawal fees 

• Use of WhatsApp, Telegram or temporary contact channels 

• Similar layouts across multiple suspected websites 

• Impersonation of real companies, law firms or financial brands 

A single warning sign does not always prove fraud. Several related red flags can indicate a higher level 

of risk. 

 

About the 2026 Website Records 

The searchable table contains 41 source records. Search the PDF for a complete domain or a 

distinctive part of it. Do not open an unfamiliar address simply because it appears here. 

The historical source files generally preserved the domain and archive year, but not a verified scam 

type, exact date added or case-specific comment for every entry. Missing fields are labelled clearly 

rather than inferred. 

* Date note: the year shown in the table is the archive year. It is not an exact first-seen or first-reported date. 
 



Cybertrace Scam Website List 2026 Page 3 

Scam Website Categories 

Investment and Trading Scam Websites 
These sites may claim to offer forex trading, cryptocurrency trading, managed accounts, stock-market 

investments or high-return opportunities. Warning signs include unrealistic returns, withdrawal problems, 

offshore company claims, fake licences and pressure to invest quickly. 

Crypto Scam Websites 
Crypto scam websites may appear as exchanges, wallets, mining platforms, staking platforms or 

investment portals. Victims may be asked to send cryptocurrency to wallets controlled by scammers. 

Recovery Scam Websites 
Recovery scam websites often target people who have already lost money. They may claim they can 

recover funds, trace crypto, unlock frozen wallets or retrieve stolen investments, then demand upfront or 

escalating fees. 

Clone and Impersonation Websites 
These websites copy the identity, branding or design of real companies, law firms, brokers or 

government-style organisations. They can look professional and convincing. 

Fake Shopping and Job Websites 
Fake shopping sites may advertise products at unusually low prices. Fake job websites may offer 

remote work, task-based income, app reviews or hotel-booking roles while collecting data or demanding 

upfront fees. 

 

Scam Website List 2026 

The following 41 websites were reported, recorded, reviewed or identified as suspicious or high risk in 

the supplied archive data. Inclusion is not, by itself, a legal finding. 

Website / Domain Scam Type Status Date 
Added Notes 

advswiss.com Asset recovery / 
financial impersonation 

Cybertrace investigated 2026* Cybertrace found copied content, false 
testimonials and recovery-fee demands 
connected with this operation. 
Reference 

alchemygp.vip Crypto / trading Reported; complaint 
located 

2026* A public complaint describes an upfront 'tax' 
demand before withdrawal. The claim still 
requires case-specific verification. 

alibarbarvapeaustralia.net Online retail - vape and 
tobacco 

Reported; not 
independently verified 

2026* The domain operates as an online shop. Verify 
the business identity, product claims and 
payment protections before ordering. 

atgau.com Unclear / under 
construction 

Reported; limited 
context 

2026* The public page was under construction when 
reviewed. The source report alone does not 
establish what service was offered. 

aussiecigars.com Online retail - tobacco Reported; mixed public 
signals 

2026* The shop is active, but public reviews and 
automated reputation results conflict. Confirm 
registration, payment and delivery details. 

autechinsider.com Unclear Reported; limited 
context 

2026* No reliable public description was available at 
review. Treat this as an unverified report, not a 
concluded finding. 

capitalquestoption.com Investment / crypto / 
forex 

Regulator warning 2026* New Zealand's FMA lists the domain among 
entities falsely claiming New Zealand 
registration. 
Reference 

chainlyx.net Crypto / trading Reported; not 
independently verified 

2026* Public references describe a crypto-trading 
platform. Confirm the operator, licence and 
withdrawal terms before engaging. 

clifford.qxertcy.com Unusual subdomain / 
unclear 

Reported; limited 
context 

2026* No reliable public business description was 
located for this exact subdomain. 

https://www.cybertrace.com.au/are-advswiss-and-finproxy-legit/
https://www.fma.govt.nz/library/warnings-and-alerts/entities-falsely-claiming-nz-registration/
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Website / Domain Scam Type Status Date 
Added Notes 

cosmic.com Unverified Manual review 2026* Public evidence points to a long-running 
computing site, not a scam operation. Hold until 
the original report and exact incident are 
checked. 

crownpcapital.com Investment / trading Regulator warning 2026* IOSCO's I-SCAN records Crown Point Capital 
as an unregistered or unlicensed entity offering 
financial products or services. 
Reference 

dexweb3-defi.top Crypto / DeFi / 
phishing 

Security warning 2026* Google Safe Browsing reported harmful content 
designed to trick visitors into sharing 
information or downloading software. 
Reference 

eqgates.com Trading / broker Reported; regulatory 
status unclear 

2026* The site offers forex, crypto and other market 
trading. Verify its authorisation in the relevant 
regulator's register. 

 

https://www.iosco.org/i-scan/?id=51557
https://transparencyreport.google.com/safe-browsing/search?url=dexweb3-defi.top
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Website / Domain Scam Type Status Date 
Added Notes 

fair247play.com Online gambling Reported; mixed public 
signals 

2026* The domain presents a casino or betting 
service. Licensing, ownership and withdrawal 
terms require independent checking. 

financelearnerpro.com Finance-related / 
unclear 

Reported; limited 
context 

2026* No reliable public context was located for the 
exact domain. 

future-au.com Investment / trading Regulator warning 2026* FINMA lists Future AU and this domain on its 
warning list and notes that it is not entered in 
the commercial register. 
Reference 

globalframevx.online Crypto casino Reported; third-party 
risk warning 

2026* The site presents a crypto casino. Public 
reports describe oversized bonuses and extra-
deposit conditions tied to withdrawals. 

globalrefundssolution.com Asset recovery / 
refunds 

Reported; third-party 
risk warning 

2026* Recovery and refund offers deserve particular 
scrutiny, especially when fees are requested 
before any funds are returned. 

globixvault.com Crypto / investment Reported; victim 
allegations located 

2026* Public news reports link the domain to alleged 
online trading losses. Preserve transaction and 
contact evidence if involved. 

godatafeed.online Possible brand 
impersonation 

Reported; verify exact 
identity 

2026* The name resembles the established 
GoDataFeed.com brand. Check the exact 
domain rather than relying on the displayed 
business name. 

goldendigtra.com Crypto / investment Reported; not 
independently verified 

2026* The site advertises online investment plans and 
earnings. Verify the operator, licence and any 
promised returns. 

goldentargets.com Forex / trading Regulator warning 2026* The Ontario Securities Commission states that 
GoldenTargets is not registered in Ontario to 
trade securities. 
Reference 

gstake.net Betting / crypto Reported; withdrawal 
allegations 

2026* Public complaints describe requests for another 
deposit before a withdrawal. Do not pay extra 
solely to release funds. 

hut8.com Unverified Manual review 2026* This is the active corporate website of Hut 8 
Corp. Do not publish it as high risk without 
evidence showing that the report concerns this 
exact domain. 

lenzcapital.com Unverified Manual review 2026* An active venture-capital/family-office presence 
was found. Public profile details contain 
inconsistencies, but that is not enough to 
publish a scam warning. 

metaversede.xyz Online shopping / 
unclear 

Reported; limited 
context 

2026* Reliable public evidence was limited. Verify the 
seller, payment route and consumer protections 
before transacting. 

omegadigitalassetsltd.com Digital-asset 
investment 

Reported; not 
independently verified 

2026* The site advertises tiered investment plans and 
online returns. Verify corporate and regulatory 
claims independently. 

palanopt.top Login platform / 
possible impersonation 

Reported; 
impersonation concern 

2026* The login-led site and its name resemble an 
established technology brand. Verify the exact 
operator before entering credentials. 

resolutions-360ai.store Unverified Manual review 2026* The live site presents an Australian property-
sales AI service. Automated risk results conflict 
with the visible business context, so manual 
evidence is required. 

 

https://www.finma.ch/en/finma-public/warnungen/warning-list/future-au-future-au_com/
https://www.osc.ca/en/investors/warnings/goldentargets
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Website / Domain Scam Type Status Date 
Added Notes 

risesparksolution.com Investment / broker Regulator warning 2026* FINMA lists RiseSparkSolution on its warning 
list; IOSCO categorises it as an unregistered or 
unlicensed financial-services entity. 
Reference 

royalfundzinvestments.com Investment Reported; mixed public 
signals 

2026* Automated reputation results conflict and no 
decisive regulator record was located. Manual 
verification is required. 

silvertideventures.pro Stocks / crypto 
investment 

Reported; third-party 
risk warning 

2026* The site presents investment and trading 
services. Public risk reports cite low trust and 
blacklist detections. 

spinbet1.com Online gambling Reported; mixed public 
signals 

2026* The domain operates as a casino. Check the 
applicable licence, ownership and withdrawal 
terms before depositing. 

thejobbatical-remotely.com Jobs / remote work Reported; limited 
context 

2026* The domain name suggests remote-work 
recruitment. Never pay an upfront fee to receive 
wages, tasks or equipment. 

thetobaccostore.au.com Online retail - tobacco Reported; limited 
context 

2026* Verify business registration, contact details, 
payment protections and delivery claims before 
ordering. 

trading.trading-xb.com Trading platform Reported; conflicting 
security signals 

2026* Automated reputation tools conflict with 
phishing reports. Treat the platform as 
unverified until the operator is confirmed. 

trcnswap.com Crypto exchange / 
swap 

Reported; withdrawal-
fee allegations 

2026* Public complaints describe 'tax' or unlock-
payment demands before withdrawal. Taxes 
should not be paid to release an account 
balance. 

vybitxch.com Crypto exchange / 
staking 

Reported; not 
independently verified 

2026* The site presents exchange and staking 
services. Verify the company, licence and 
custody arrangements before transferring 
crypto. 

wapcoins.com Crypto exchange Reported; limited 
reputation 

2026* The domain has a limited public track record. 
Confirm ownership, withdrawal terms and 
security controls independently. 

www.love-and-lottery-spells-expert.com Paid spell services Reported; not 
independently verified 

2026* The site offers paid love, lottery and money-
related spell services. Be wary of guaranteed 
outcomes and escalating fees. 

www.qrc.cc Crypto / trading - 
unclear 

Reported in external list 2026* The domain appears in Crypto Legal's reported-
company list, but reliable public context for the 
exact operation is limited. 
Reference 

 

https://www.finma.ch/en/finma-public/warnungen/warning-list/risesparksolution-risesparksolution-com/
https://www.cryptolegal.uk/list-of-reported-scam-companies-part-4/
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What To Do If You Used a Suspicious Website 

If you believe you have used a scam website, take action quickly: 

• Stop sending money immediately. 

• Do not pay withdrawal fees, taxes, recovery fees or wallet activation fees. 

• Save screenshots, emails, chat messages, receipts, wallet addresses, transaction IDs, bank details, 

phone numbers and full website URLs. 

• Contact your bank, card provider or cryptocurrency exchange. 

• Report the website to the relevant platform or authority. 

• Seek professional investigation support if you need help reviewing the website, tracing digital 

evidence or preparing a report. 

 

Need Help Investigating a Suspicious Website? 

Cybertrace provides cyber investigation and intelligence services for individuals, businesses, 

lawyers and organisations. 

Cybertrace may assist with: 

• Website forensic investigations 

• Scam investigation support 

• Cryptocurrency tracing 

• Website takedown advice 

• Digital evidence review 

• Scam-pattern analysis 

• Reports for victims, lawyers and businesses 

 

Useful Links 
Scam Website List 
Website Forensic Investigations 
Website Takedown Services 
Cyber Fraud & Scam Investigation 
Report a Scam Website 
ScamID Tool 

 

https://www.cybertrace.com.au/scam-website-list/
https://www.cybertrace.com.au/website-forensic/
https://www.cybertrace.com.au/website-takedown-services/
https://www.cybertrace.com.au/cyber-fraud-scam-investigation/
https://www.cybertrace.com.au/report-a-scam-website/
https://www.cybertrace.com.au/scamid/
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Final Note 

Scam websites can disappear, change names or relaunch under new domains. This is why users 

should not rely on one source alone. 

Use this report as a warning and research resource. Before trusting any website, check the 

domain, company details, contact information, payment method, reviews and independent sources. 

For ongoing updates, visit: 

https://www.cybertrace.com.au/scam-website-list/ 

https://www.cybertrace.com.au/scam-website-list/

