FOR IMMEDIATE RELEASE

“The Industrialisation of Deceit”:
Cybertrace Data Exposes Top
Carriers Exploited by Scammers and
Major Government Reporting Gaps

Analysis of 2024- 2026 data reveals Tuesday-Wednesday peaks, Friday '‘banking
crises', and the specific networks hosting thousands of scam numbers as official
stats miss the true scale.

SYDNEY, AUSTRALIA - Groundbreaking data analysis released today by Australian
cyber intelligence firm Cybertrace has exposed the specific telecommunications
infrastructure and psychological tactics used to target Australians in a growing “scam
epidemic.”

The analysis reveals a stark conflict between private intelligence and official government
figures. While government data from Scamwatch and the ACCC relies on reactive victim
reporting, often after a financial loss has occurred, Cybertrace’s analysis captures
proactive metadata from thousands of active scam numbers monitored across the 2026
Australia Scam Trends data window. This approach identifies the exact 'path of least
resistance' exploited by international syndicates.

The 'Carrier Heat Map': Top 5 Networks for Scam Activity

Cybertrace’s data identifies the carriers currently being utilised in the highest volumes of
reported scam attempts across the 2024-2026 data range. This data highlights a
systemic reliance on specific telecommunications infrastructures to bypass security
protocols:

Rank Carrier Number of Reported
Scam Phones
1 Symbio Networks 778
2 Telstra Corporation 508
3 Unknown (Likely 311
spoofed/unassigned)
4 SingTel Optus 256

5 Pivotel Satellite Pty Limited 241




Targeting Australia’s Trust: The Top 5 Most Impersonated Banks
Scammers are moving away from random dialing toward surgical, data-driven
impersonation. Cybertrace’s tracking shows that the most frequent institution targets are
embedded in active 2024-2026 fraud scripts explicitly to a defined hierarchy of trust:

Rank Impersonated Banking Target Profiling & Focus
Institution
1 Commonwealth Bank Primary mass-market
(CBA) outreach scripts
2 Westpac High-volume account
security luring
3 NAB Fake business and
personal compliance alerts
4 ANZ Unauthorised
transaction/payment holds
5 Macquarie Bank Targeted high-net-worth

client profiling

A Flawed Picture: Why Government Data Falls Short

“The conflict between our data and government data is simple: the government counts
victims, but we count the attackers,” said Dan Halpin, CEO of Cybertrace. “Official
statistics suffer from a ‘shame factor’ where victims often don’t report their losses. Our
data looks at the back-end routing and the specific carriers being used right now,
providing a map of the threat before the money is stolen.”

Critical Tactical Insights

* The Mid-Week Peak: Scam activity surges on Tuesdays and Wednesdays when
Australians are most 'plugged in' to administrative tasks.

» The 'Friday Rush' Weapon: High-pressure bank scams spike on Friday afternoons,
exploiting the 'weekend deadline' to force panicked decisions.

To bridge this intelligence gap, Cybertrace has deployed its Scam Phone Number
Lookup (SPNL) tool, a free real-time defense allowing the public to instantly check the
risk level of any caller.

Full data analysis is available at: www.cybertrace.com.au/scam-phone-data-analysis/
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About Cybertrace:

Cybertrace is Australia’s leading private cyber investigation firm. Since 2015, they have
specialised in forensic tracing of scammers and stolen assets, providing intelligence to
individuals, corporations, and law enforcement.
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